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Creating a Cisco MARS Log Parser
Template for the XP Firewall Client

-
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What is the Custom Parser?

The custom parser is a way to tell MARS
how to distinguish unknown alerts
(syslog, SNMP traps), parse them into
useful component data (source/destination
IP Address, User, etc.) and then map the
alerts to specific MARS events.
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Multiple log messages can map to the
same MARS event !

P \
For example, as in Part One of the Demo
the event may be "Administrative Login
Failure" but many different alerts from
various vendors can map to this

same event. *
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XP Firewall, also known as ICF (Internet Connection Firewall)

The Internet Connection Firewall (ICF)
security log allows advanced users to choose
which information to log.

With ICF security logging you can:

* Log dropped packets. Log all dropped
packets that originate from either the home or
small office network or the Internet.

e Log successful connections. Log all
successful connections that originate from
either the home or small office network or the
Internet.

By default logs to pfirewall.log
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Log Format

2007-04-16 18:40:06 OPEN UDP 10.0.0.104 212.135.1.36 1068 53 - - - - - - - - -
2007-04-16 18:40:06 OPEN TCP 10.0.0.104 216.239.59.104 235580 - - - --- - - -
2007-04-16 18:40:09 OPEN TCP 10.0.0.104 66.102.9.147 235780 - ------ - -
2007-04-16 18:40:06 OPEN TCP 10.0.0.104 213.199.166.20 2356 80 - - - - - - - - -
2007-04-16 18:40:11 CLOSE TCP 10.0.0.104 213.199.166.20 2356 80 - - - - - - - - -
2007-04-16 18:40:13 OPEN TCP 10.0.0.104 207.46.106.29 1676 1863 - - - - - - - - -

When you select the Log dropped packets check box, information is collected
each time ICF detects and denies traffic attempts.

When you select the Log successful connections check box, information is
collected each time ICF detects and permits traffic attempts.

The ICF security log is produced using the W3C Extended Log File Format , a
format similar to the format that is used in common log analysis tools



Log Fields

#Version: 1.5

#Software: Microsoft Windows Firewall

#Time Format: Local

#Fields: date time action protocol src-ip dst-ip src-port dst-port size tcpflags tcpsyn tcpack tcpwin icmptype
icmpcode info path

Date - Specifies the year, month, and day on which the recorded transactions occurred.
Dates are recorded in the format: 2001-01-27

Time - Specifies the hour, minute, and seconds at which the recorded transaction occurred.
Times are recorded in the format: 21:36:59

Action - Specifies which operation was observed by the firewall. The options available to the firewall are OPEN, CLOSE,
DROP, and INFO-EVENTS-LOST.

Protocol - Specifies which protocol was used for the communication. A protocol entry can be TCP, UDP, ICMP, or, if the
protocol that was used was not TCP, UDP, or ICMP, a number.

Src-ip - Specifies the source IP address.The source IP is recorded in the dotted decimal format:

Dst-ip - Specifies the destination IP address. The destination IP is recorded in the dotted decimal format:

Src-port - Specifies the port number of the source (sending) computer. A src-port entry is recorded as a whole number,
ranging from 1 to 65,535. Only TCP and UDP return a valid src-port entry. All other protocols are invalid for src-port and
result in an entry of -

Dst-port - Specifies the port number of the destination computer. A dst-port entry is recorded as a whole number, ranging

from 1 to 65,535. Only TCP and UDP return a valid dst-port entry. All other protocols are invalid for dst-port and result in an
entry of -



Log Fields - Continued

#Fields: date time action protocol src-ip dst-ip src-port dst-port size tcpflags tcpsyn tcpack tcpwin icmptype
icmpcode info path

Size - Specifies the packet size in bytes.

Tcpflags - Specifies the TCP control flags found in the TCP header of an IP packet: (example - APF)

» Ack-Acknowledgment field significant * Fin-No more data from sender
* Psh-Push function * Rst-Reset the connection
» Syn-Synchronize sequence numbers » Urg-Urgent pointer field significant

Flags are written as uppercase letters. The entry information for tcpflags is provided for users with an in-depth knowledge of
Transmission Control Protocol (TCP).

Tcpsyn - Specifies the TCP sequence number in the packet. The entry information for tcpsyn is provided for users with an
in-depth knowledge of TCP.

Tcpack - Specifies the TCP acknowledgement number in the packet. The entry information for tcpack is provided for users
with an in-depth knowledge of TCP.

Tcpwin - Specifies the TCP window size in the packet. The size is specified in bytes. The entry information for tcpack is
provided for users with an in-depth knowledge of TCP.

Icmptype - Specifies a number that represents the type field of the ICMP message.
Icmpcode - Specifies a number that represents the code field of the ICMP message.

Info - Specifies an information entry that depends on the type of action that occurred. For example, an INFO-EVENTS-LOST
action displays the number of events that occurred but were not placed in the log since the last occurrence of this event type.



How will the Client send Syslog to MARS?

Using the PN Log Agent
Available for Download
on CCO

Specify a Generic
Application

And select the Firewall
Log File.
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| k. i Cancel

Log File:
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File Edit Help
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Log Templates to be created

For this example parser, we create a template for Open, Close and Dropped Connections.

2007-04-16 18:40:06 OPEN UDP 10.0.0.104 212.135.1.36 1068 53 - - - - - - - - -

2007-04-16 18:43:08 CLOSE TCP 10.0.0.104 66.102.9.147 235880 - - - - - - - - -

2007-04-16 18:43:23 DROP TCP 192.168.111.1 10.0.0.69 2373 139 48 S 1694587716 0 65535 - - - SEND

User Defined Log Parser Templates

Device fApplication Type: |M|c:rc'snftF|rewallHP:i|| Add ” Edit ” Delete

Log Templates for : Microsoft Firewall XP

| add || Edit | Delete |

| |Lug ID Log Description |Mapped to Event Type |Seuerity |
¢~ P Connection Closed ®P Firewall Connection Closed Built/teardown/permitted IP connection|d] v
¢~ =P Connection Dropped =P Firewall Connection Dropped Deny packet due to security pl:nlil:*_.r@ @
¢~ WP Connection OPER =P Firewall Connection Opened Built/teardown/permitted IP cnnnectinn@ @
1to 3 of 35-25 per page w |

—

| Add || Edit || Delete




Define New Custom Application

First we create a New Device/Application Definition for the XP Firewall

Device fApplication Type Definition

ey

-5

=

-5

*Type:

*Yendor:

*Model:

*Yersion:

¢~ Appliance & Software

[Microsoft

[Firewall

(<l

<2 Back | | Submit




Log Template for OPEN Connection
2007-04-16 18:40:06 OPEN UDP 10.0.0.104 212.135.1.36 1068 53 - - - - - - - - -

Log Template for : Microsoft Firewall XP

d
| Definition
- *Log ID: [#P Connection [pPEN |
—* Description: |><P Firewall Connection Opened |
Map to Event Type
_._llillser v :-.C;..Iréeverity_.r__ ¥ Get

| | | Search |

= *Ewent:

[Built/teardawn/permitted IP connection |

| add || Edit || pelete |

We will map this template to the existing Event Type — Built/teardown/permitted IP Connection



Time Pattern Definition for OPEN, CLOSE & DROP Conn ection
2007-04-16 18:40:06 OPEN UDP 10.0.0.104 212.135.1.36 106853 ------- - -

Pattern definition for Log ID : ¥P Firewall OPEN

- Key Pattern: |

—+ Parsed Field: |[pavice Time |
- ¥Yalue Type: [Time w|
— Pattern Name:| yone yl

Or enter new:!  |wp Firewall_Time

— Description:  Ti4- format for P Firewall

[YTY¥¥-MM-DD HH:MM:33

— Walue Format: [opv- oy mi-2id %H: %M: %S |

— ¥alue Pattern: b qi415d41 21 -5d 41,23 Wd41,23 0d 1,20 0d4]

| ‘A Cancel | | Submit |

We have created a new Pattern for the Time Format, as above, this matches the first two
fields of Date, Time.



Pattern for OPEN Connection

2007-04-16 18:40:06 OPEN UDP 10.0.0.104 212.135.1.36 106853 ------- - -
Patterns for Log Template : XP Connection OPEN

Definition | Patterns

| add || Edit || pelete | | Test |

| |Pusitiun Key Pattern |Parsed Field Yalue Type Yalue Format |"'alue Pattern |
o Device Time Time Yo r-Formn-ed RHI%M %S {4t NdS1 2 Ad 1,2 AddL 2R d L 2 d L 2
2 QPEN Protocol Protocol String [w-#+ 1+
(e Source Address IPVd Dotted Quad s B I B Y B R
o4 Destination Address 1PV Dotted Quad a1, 3N addL, 3t
(" 5 Source Fort Fort Murmber ((0x[a-fa-Fdl{1,43(04d{1,63 ) ([1-918d{0,4 } )| 0]
6 Destination Port Port Mumber ((0xz[a-fa-Fud]{l 43 iod {1,633 ([1-9Td {0,433 00

1to 6 of 625 per page ]

| Add || Edit || Delete | | Test |

This is the collection of patterns, to pick outthe  Date
Time
Protocol
Source Address
Destination Address
Source Port
Destination Port



Pattern Test for OPEN Connection
2007-04-16 18:40:06 OPEN UDP 10.0.0.104 212.135.1.36 106853 ------- - -



Log Template for CLOSE Connection
2007-04-16 18:43.08 CLOSE TCP 10.0.0.104 66.102.9.147 235880 - - ---- - - -

Again we will map to the existing Event Type — Built/teardown/permitted IP Connection



Pattern for CLOSE Connection

2007-04-16 18:43:08 CLOSE TCP 10.0.0.104 66.102.9.147 2358 80 - - - - - - - - -

This is the collection of patterns, to pick out the

Date

Time

Protocol

Source Address
Destination Address
Source Port
Destination Port



Pattern Test for CLOSE Connection
2007-04-16 18:43:08 CLOSE TCP 10.0.0.104 66.102.9.147 235880 ------- - -



Log Template for DROP Connection
2007-04-16 18:43:23 DROP TCP 192.168.111.1 10.0.0.69 2373 139 48 S 1694587716 0 65535 - - - SEND

This time we will map to the existing Event Type — Deny packet due to security policy



Pattern for DROP Connection
2007-04-16 18:43:23 DROP TCP 192.168.111.1 10.0.0.69 2373 139 48 S 1694587716 0 65535 - - - SEND

This is the collection of patterns, to pick outthe  Date
Time
Protocol
Source Address
Destination Address
Source Port
Destination Port



Pattern Test for DROP Connection
2007-04-16 18:43:23 DROP TCP 192.168.111.1 10.0.0.69 2373 139 48 S 1694587716 0 65535 - - - SEND



Add the New Application as a Reporting Device

That'’s it!, we can now run queries and fire rules.



Raw Event Query



Incident Created, upon a Fired Rule
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