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Real-World Experience, Real-World Results
Satisnet Real-World MARS Admin Training

COURSE DESCRIPTION

This 2 day class covers the information you will require in order to become
proficient in installing, supporting, and troubleshooting the Cisco Security
Monitoring, Analysis, and Reporting [CS-MARS] product in your environment.
This class uses the Priveon Real-World Training System to ensure you come
away with practical and memorable techniques and information. Real-World
training involves instruction by individuals who have actual field experience
with the CS-MARS product and is delivered via a series of scenario based handson
labs. This class emphasizes skill application where you will learn by doing in
challenging scenarios that have all occurred in actual customer environments

COURSE OBJECTIVES

Understand the distributed CS-MARS architecture

Learn the various CS-MARS models and scaling considerations

Create and modify user accounts and roles

Learn how to successfully discover and integrate the security devices in

your environment

Learn to minimize false positives and track events into incidents

. Learn to integrate detection with incident response procedures

. Learn and understand the use of Queries and Query Types to drill down
on Events, Incidents and Specific Session Data

. Create custom reports to assist with security analysis and compliance

reporting

SUGGESTED PREREQUISITES

An understanding of Windows-based operating systems

An understanding of how security devices generate events via syslog
Network Communication Basics

Security and Acceptable Use policies
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Training Course Overview CS-MARS Admin Training

DURATION: 2 Days

COST: £1395.00

COURSE OUTLINE

On Day 1: Build & Configure, you will learn the foundational concepts
needed to Plan and Design CS-MARS architectures. You will learn how to
drill down into events and create the role-based access control needed to
correctly empower your users to use the MARS.

On Day 2: Operate & Tune, you will learn how to design your own queries,
rules, & reports as you use the system-supplied objects as a guideline. You
will create and assign cases using the built-in case management features
and customize reports as a method to speed your time to resolution.

Best Practices are shared and discussed, with specific examples that can be
used for your environment

Best Practices are shared and discussed, with specific examples that can be
used for your environment.

Attack Diagram
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